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I.
Introduction

II.
Agenda

III.
Basic Principles


A.
Some basic guiding principles to prevent and address potential legal problems:



1.
Know your applicable institutional policies and practices

2.
Conform to those policies and practices and apply them consistently

3.
Familiarize yourself with applicable laws and regulations (e.g., FERPA)

4.
Consult, where appropriate 
5.
Document important events


B.
Some basic FERPA principles:


1.
FERPA generally provides two important rights:




a.
Student’s right to inspect and review and amend;




b.
Student’s right to nondisclosure

2.
The definition of “education record” under FERPA is very broad (records directly related to student—has personally-identifiable information about—and maintained) but does not include information that is not recorded (i.e., personal knowledge), sole possession records, law enforcement records, certain employment records, medical records
3.
A “student” under FERPA is defined as any individual who is or has been in attendance (in person or by correspondence) at an educational institution
4.
A signed, written consent from the student is required, specifying


►
The records that may be disclosed


►
The purpose for which they may be disclosed


►
The person(s) to whom they may be disclosed

before the institution discloses student education records, except in certain circumstances, such as


►
School officials with legitimate educational interests


►
Directory information (name, address, email address, telephone number, photograph, date and place of birth, major, dates of attendance, participation in officially recognized activities and sports, degrees, honors and awards received, and other information that would not generally be considered harmful or an invasion of privacy if disclosed

►
To comply with judicial order or lawfully issued subpoena


►
In connection with a health or safety emergency


►
To parents of a dependent student

N.B.:
These exceptions provide for the disclosure at the discretion of the institution; they do not mandate disclosure (but see state public records laws)

5.
Don’t forget FERPA notice requirements:  annual notice should include:


►
Statement of students’ rights to:



♦
Inspect and review their own education records


♦
Seek amendment of “inaccurate” or misleading” records and the procedures for doing so


♦
Consent to disclosure


♦
File a complaint with DOE


►
Definition of directory information and option to opt out


►
Definition of school officials and legitimate educational interest


►
If applicable, a statement of your institution’s practice of forwarding records to schools to which students seek to transfer
IV.
Proposed FERPA Regulations
On March 24, 2008, the Department of Education published proposed rules amending 34 CFR Part 99—the section of the Code of Federal Regulations governing FERPA.  Among the proposed changes are the following:

♦
Expand the definition of attendance by adding attendance by videoconference, satellite, Internet or other electronic information and telecommunications technologies

♦
Clarify that institutions may not designate as directory information a student’s social security number or other student ID number except when the latter requires another unique password or the like to access a student’s education records
♦
Clarify that limits on disclosure do not prevent an institution that receives an education record to send it back to the originator if it appears that the record had been falsified

♦
Clarify, per the Supreme Court’s ruling in Owasso, that peer-graded papers that have not been collected by an instructor are not education records under FERPA

♦
Amend the definition of “personally identifiable information” to add biometric data and other indirect identifiers such as date and place of birth, mother’s maiden name, etc.

♦
Clarify that the exceptions for disclosure appropriately apply to the parents of students 

♦
 Expand school officials exception to include contractors, consultants, volunteers and other outside parties acting on behalf of the institution with respect to educational functions
♦
Clarify to require that institutions use reasonable methods to ensure that only those school officials with a legitimate educational interest access education records

♦
Amend the regulations to permit an institution to disclose education records without a student’s consent to another institution even after the student has already enrolled at that institution

♦
Amend the regulations to require a written agreement between an institution and an organization conducting a study that would address FERPA concerns

♦
Amend FERPA to allow disclosure of education records without notice to the student in compliance with an ex parte court order obtained by the Attorney General concerning investigations or prosecutions of certain federal offenses in connection with terrorism

♦
Amend FERPA to allow an institution to disclose information concerning a registered sex offender that the institution obtained through a community notification program (however, nothing requires the institution to collect or maintain information about registered sex offenders)

♦
Amend FERPA to provide objective standards for institutions to use to release education records when the personally-identifiable information has been removed

♦
Clarify to require institutions to use reasonable methods to authenticate the identity of the requestor

♦
Permit a more liberal re-disclosure provision where institutions have provided education records to state education authorities and the like

♦
Amend FERPA to require a party to whom education records have been disclosed, such as a SEA, to report the disclosure to the parents or eligible student before it complies with a subpoena or other court order

♦
Amend FERPA to include under the exceptions information that is required to be disclosed under the Clery Act (including information to the accuser and accused regarding the outcome of any campus disciplinary action concerning a sexual offense)

♦
Clarify that the Department no longer supports strict construction of the health and safety emergency exception and permitting institutions to consider the totality of the circumstances in its decision

♦
Clarify that any “opt-out” decision made while an individual was a student must be honored unless rescinded by the individual
♦
Amend FERPA to provide that a parent or student may not use the opt-out to prevent an institution from disclosing or requiring a student to disclose the student’s name, electronic identifier, or institution’s email address in a class in which the student is enrolled

♦
Amend FERPA to prohibit the use of social security numbers as student IDs
♦
Clarify that a complaint need not allege a policy or practice which violates FERPA but must only allege a violation of a requirement under FERPA; also, no complaint is required for the office to decide to investigate

To date, the regulations have not been finalized.  In the meantime, consider the following:

♦
Update your annual FERPA notice to ensure the definition of “school official” is broad enough to include contractors, consultants, volunteers, and other outside parties providing services and functions or otherwise acting for an agency or institution
♦
Make certain all agreements with outside parties in which student records or student record information is disclosed are in writing and address FERPA concerns, such as re-disclosure

♦
Review who has access to education records and how—make certain appropriate security systems are in place to protect records from inappropriate viewing and disclosure
♦
Review methods for authenticating the identity of requestors

♦
Review use of dependent and health and safety emergency exceptions—when should they be used, who decides, etc.
V.
Legal Q & A
1. Q:  
An institution recently learns that several months ago someone in the registrar’s office provided a student’s attendance records and class schedules to a federal governmental agency in compliance with a subpoena, but failed to provide notice to the student (the subpoena did not state that the student should not be notified).  Should the institution do anything to remedy this potential FERPA violation?

2. Q:  
Are institutions required under FERPA to allow a student access to view transcripts that have been sent to the university from other schools?  
3. Q:  
Our institution wishes to have an all-or-nothing opt-out for its directory information.  Must we allow a student to pick and choose which elements of our designated directory information the student wishes to be disclosed and which elements she or he wishes not to be disclosed?

4. Q: 
Our faculty has been pushing to have photographic class rosters.  Can we do this?  Can faculty make these rosters available to the students in their classes?

5. Q: 
Can an institution exercise the dependent exception to provide education records to the parents of an international student?

6. Q: 
Our institution recently discovered that it conferred a degree on a student who in fact had not met all of the graduation requirements.  At the request of the “graduate,” her transcripts were sent to several employers and graduate schools.  Can we send a correct transcript or a letter clarifying the student’s status?
7.
Q:
According to your records retention policy, you are supposed to destroy the files of unsuccessful student applicants. You learn that there is a records request for such information.  Do you go ahead and destroy the documents?

8. Q: 
I work in the admissions office at my university and I am familiar with many of our students.  While leaving work one evening, I observe Joe, a student, spray-paint a swastika on the wall of the Biology building.  The editor of the student newspaper learns that I was a witness to the event and contacts me.  May I tell her what happened and identify Joe without violating FERPA?
9.
Q: 
A student comes to the registrar’s office complaining that her transcript reflects that she received a “C” in Organic Chemistry and she feels she really deserved a “B.”  She tells you about all the hard work she put in, and complains that the professor was really unfair.  She asserts that, under FERPA, she has the right to amend her education records.  Do you change her grade?

10.
Q:
Students who have been admitted to the university for the fall semester attend a summer orientation program.  Records are generated concerning their participation.  Are these students considered “in attendance” under FERPA such that their records would be considered educational records under FERPA?
11.
Q:
An angry parent continually calls the registrar’s office, demanding access to her daughter’s education records.  Her daughter is 16 years old, but is a student at the university.  The mother insists that her daughter is a dependent and that therefore the mother is entitled to see the education records. You are aware that the student has been doing poorly academically.  Do you give the mother access?
12.
Q:
The university has on file a signed consent by a student to release information in his transcript to his parents.  The registrar’s office receives a phone call from someone claiming to be the student’s parent and wants to know what his son’s grade point average is.  Do you provide the caller with this information?

13.
Q:
A student submits her application.  From the application, you infer that the student is undocumented.  Are you required to report that student to the authorities?  Can you admit that student?  Can you grant that individual in-state tuition?  Can you grant that student a tuition remission?
14.
Q:
Middle school students and high school students participate in summer programs at the university.  Are their records considered education records under FERPA?
15.
Q:
You are the registrar at an institution in Wisconsin.  You receive a subpoena in the mail requesting the production of certain student records.  The subpoena is issued by a state court in Florida and signed by an attorney in Florida.  Should you provide those records?
16.
Q:
A Homeland Security officer wishes to obtain some of the records of an international student held in the registrar’s office.  Do you need her to provide a subpoena?

17.
Q:
The University is debating whether or not to have student social security numbers on student transcripts.  Some folks argue it is essential for tracking and identifying the student and important for financial aid purposes; others argue they should be eliminated because potential employers and others who receive student transcripts will have access to that sensitive information.  What do you advise?

18.
Q:
A representative from a corporation in Japan contacts the registrar’s office.  She indicates that her firm is paying for the education of a student in Japan who has just completed an on-line class at your university and she would like to know the grade the student received.  Can you give it to her?  Does FERPA apply to a student in a foreign country who is taking a class at your American institution?

19.
Q:
The public safety department at your university has the practice of sharing photographs of students with the local police without a subpoena so the local police can identify potential criminal suspects.  Does this practice violate FERPA?

20.
Q:
A parent calls the admissions office and claims he has power of attorney for his son who is studying abroad and wishes to view his son’s application materials which his son submitted two years ago.  He is interested in knowing his son’s SAT score and the information provided about the father by the son.  Do you give the parent access?
21.
Q:
A student is identified as a dependent of his father and your institution has a policy of disclosing education-record information to parents of dependent students.  The mother calls and asks for such information.  You believe the parents are divorced.  Do you deny access to the mother?

22.
Q: 
You are in the Admissions Office.  Your campus Student Review Team contacts you asking to see the application of a particular student the team is monitoring for potential safety issues.  The team wishes to know if the application reveals prior disciplinary problems at other institutions, such as a suspension or an expulsion.  Can you share this information with the team members without the student’s consent?

23.
Q:
A student contacts the admissions office.  She indicates that she is bi-racial and while she previously identified herself as “white,” she now identifies herself as “black.”  She would like her admissions application changed to reflect this.  Do you go back and change her record?
24.
Q:
For how long should student applicant files be kept?
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